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MISSILE ATTACKS

DANGEROUS

WORKING

CONDITIONS

THE EXPERIENCE OF

UKRAINIAN SPECIALISTS IS

INCREASING EVERY DAY,

AND THE NETWORKS ARE

REACHING A NEW LEVEL OF

STABILITY.
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Akhtyrsky district is still
one of the most mined
areas of the Sumy region

The car pulled over to the side of
the road near the destroyed TV
tower. There were four people in it.
The driver died. 

https://drive.google.com/drive/folders/1yZ2nClfT_
QMX_9ebcCjb23lwROHohu1x?usp=sharing

DANGEROUS WORKING CONDITIONS
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ANALYSIS FROM 
 GOOGLE "HOW THE
UKRAINE CONFLICT
TRANSFORMED THE

CYBER THREAT
LANDSCAPE"
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Doug Madory
 

“THE RUSSIAN GOVERNMENT WANTS 

THE WORLD TO BELIEVE THESE INTERNET

 SERVICE PROVIDERS ARE OPERATING ON 

RUSSIAN SOIL. CHANGING THE REGISTRATIONS 

OF THESE IP RANGES TO REFLECT THAT

WORLDVIEW IS PART OF A WIDER EFFORT OF THE

RUSSIFICATION OF CAPTURED UKRAINIAN

TERRITORIES.”

THEFT OF  UA RESOURCES

https://www.kentik.com/blog/author/doug-madory/


 

IN THE TEMPORARY OCCUPIED TERRITORIES THE OCCUPIERS STEAL IP-

RESOURCES 

IN THE OCCUPIED TERRITORIES THE OCCUPIERS STEAL EQUIPMENT, OTHER

COMPANY RESOURCES, AND COMPLETELY TAKE NETWORKS UNDER THEIR

CONTROL.

TTRAFFIC SWITCHING IS ONE OF THE BIGGEST PROBLEMS IN THE OCCUPIED

TERRITORIES. OCCUPIERS FIRST OF ALL TURN OFF MOBILE COMMUNICATIONS

FROM UKRAINIAN OPERATORS, AND ALSO SWITCH FIXED COMMUNICATION

CHANNELS TO THE CRIMEAN OPERATOR MIRANDA.

IN THIS WAY THEY TAKE FULL INFORMATIONAL CONTROL OF UKRAINIAN CITIZENS

WHO ARE UNDER OCCUPATION, SPREADING PROPAGANDA AND BLOCKING

UKRAINIAN RESOURCES.

EMPLOYEES AND OWNERS OF SUCH ISP COMPANIES, WHO WERE UNABLE TO

LEAVE, MUST EITHER OBEY THE OCCUPIERS AND FOLLOW THEIR ORDERS OR RISK

THEIR LIVES.

THEFT OF  UA RESOURCES STOLEN UA IP -RESOURCES

STOLEN EQUIPMENT AND ISP COMPANIES’ RESOURCES 

SWITCHING TRAFFIC ROUTING 
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